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Abstract
In order to address the evolving challenges and threats of terrorism, States have adopted an 
increasingly broad set of measures to mitigate posed terrorist risks to national security. These 
measures now extend to the use of administrative measures such as control orders, exclusions 
zones, curfews, travel bans, and deprivation of nationality. There are, however, several important 
substantive and procedural criteria that need to be met in order for these administrative measures 
to be lawful. The increasing level of use and expanding catalogue of these measures, their impact 
on the exercise of human rights, and their potential to circumvent criminal proceedings means 
that a close examination of the imposition of administrative measures is warranted.

The question this paper addresses is how and when administrative measures can be applied 
in accordance with human rights and rule of law safeguards. The paper will explore and define 
different types of administrative measures, set out the limited number of exceptional cases in which 
the measures can be a legitimate and useful tool to curb a risk to national security, and assesses 
the different factors affecting the lawfulness of these measures. In doing so, consideration is 
given to the legal basis of the measures, the human rights affected, the procedural safeguards 
in place, and the substantive criteria necessary before recommendations are offered on how 
administrative measures can be applied in a rule of law and human rights compliant manner in 
the future.

Keywords: administrative measures, counter-terrorism, citizenship deprivation, control orders, 
procedural safeguards, lawfulness, human rights.
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Introduction
In the past decade states have increasingly resorted to the use of administrative measures in a 
counter-terrorism context. Administrative measures are generally imposed because there is a 
perceived threat to national security, particularly of a terrorist nature, often when there is not (yet) 
enough evidence to bring a criminal charge. In a small number of exceptional cases, and when 
utilised with full respect for the rule of law (RoL) and human rights (HR), administrative measures 
can be imperative in mitigating the posed terrorist risk to national security.

The phenomenon of foreign terrorist fighters (FTFs) travelling to Syria and Iraq to join Islamic 
State (IS) or other terrorist organisations, for example, has been one factor in causing more 
states to resort to the use of administrative measures. The return of FTFs from conflict zones 
back to their home or third countries, sometimes accompanied by family members, and the 
(further) radicalisation to violence of convicted individuals in prisons and upon release, can pose 
a significant threat to society. 

There is similar growing concern regarding the increasing frequency and transnational nature 
of right-wing extremism. The growing threat posed by right-wing extremist groups particularly 
in Europe and the United States has had a significant impact on the terrorist landscape. Several 
countries such as France,1 Germany,2 Canada,3 the US4 and the UK5 have begun to designate 
numerous right-wing groups as terrorist organisations for spreading hatred and extremism, 
and inciting others to violence. In addition, some right-wing extremists have been banned from 
entering6 specific countries or have been (temporarily) denied a visa7 on the basis of extremist 
behaviour.

Alongside the emergence of these and other terrorist-related threats, counter-terrorism measures 
available to states have expanded to include a broad range of administrative measures. Examples 
include travel bans and managed returns, control orders, deprivation of nationality, expulsion or 
deportation orders, curfews, reporting obligations to police stations, and listing mechanisms. 

The paper will address the definition and different types of administrative measures, and 
highlight which HR are affected. There are several important criteria that have to be met to 
consider administrative measures lawful. The subsequent section will examine the effectiveness 
of administrative measures in curbing a risk to national security. Overall, this paper considers 
whether  administrative measures – once imposed – are useful in mitigating national security 
risks, and offers recommendations on how administrative measures can be applied in a RoL and 
HR compliant manner in the future. The increasing level of use and expanding catalogue of these 
measures, a lack of comprehensive approach on their use, and the inconsistent methods of 
monitoring and evaluation employed across different countries, means that a close examination 
of the imposition of administrative measures is warranted.

Definitions
There is no internationally accepted definition of an administrative measure, just like there is 
no definition of terrorism, violent extremism, or national security. Yet, from a RoL perspective, 
legal certainty is vital to prevent misuse of administrative measures by governments that might 
otherwise impose restrictions when there is no clear terrorist threat or risk to national security. 

Considering the broad array of contexts from which administrative measures originated, 
spanning from immigration to domestic violence cases, and the evolution they have now taken 
into the national security realm, it is perhaps unsurprising that there is no internationally agreed 
definition,8 something witnessed during the drafting of the Global Counterterrorism Forum Glion 
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Recommendations on the Use of Administrative Measures in a Counter Terrorism Context.9 
General examples of administrative measures include travel bans and managed returns, control 
orders, deprivation of nationality, expulsion or deportation orders, curfews, reporting duty to 
police stations, and listing mechanisms. Based on the distinguishing elements of administrative 
measures as employed, the factors that set them apart from other measures, and for the purposes 
of this policy brief, we define administrative measures as coercive measures that restrict the 
exercise of certain human rights, and are imposed by a judicial or executive authority, against 
a person or entity who is deemed to pose a risk to national security without laying criminal 
charges.

In some countries preventive and/or rehabilitative measures are considered administrative 
measures. For instance, whilst administrative measures as per our definition indeed have 
preventative purpose, several preventive measures such as those included in the Guidance 
Note to Universities in UK under the Prevent Programme,10 or the data retention obligations for 
internet service providers are nevertheless not imposed on one specific individual and do not 
always relate to an imminent threat to national security, and thus do not fall within the scope of 
this paper. Another example can be found in relation to rehabilitation measures that are most 
effective when the individual engages on a voluntary basis and aims to disengage or deradicalise 
from violent extremism views.11 For these reasons both preventive and rehabilitative measures 
are not considered to fall within of administrative measures as defined in this policy brief.

In the situation that administrative measures are imposed by a judicial authority, they are done so 
without the need for any criminal charges.12 In Canada, under section 810.011 (1) of the Canadian 
Criminal Code,13 a peace bond can be obtained from the court when an individual appears likely 
to commit a criminal offence, but there are no reasonable grounds to believe that an offence has 
actually been committed.14 The purpose of such a peace bond is to prevent the individual from 
committing harm to, for example, their partner or children but it is also increasingly used in the 
context of countering terrorism. This was the case when a peace bond was imposed on a far-
right extremist who had been making online threats against HR activists.15

From a preventative security perspective, administrative measures therefore exist in the ‘pre-
criminal space’ as a means to prevent terrorist attacks and pre-emptively deal with threats to 
national security. This fits with the overall shift in states’ policies from responding to, to preventing 
terrorism, which has in turn led to a broader criminalisation beyond the traditional inchoate offences 
such as conspiracy, attempt, and soliciting, into the pre-criminal space. States have criminalised 
preparatory and material support acts such as preparing to leave to fight abroad, providing or 
receiving terrorist training, facilitating someone’s travel to a conflict area, or recruiting others to 
do so. Justification for the criminalisation of these offences rests in the ‘precautionary principle’16 
or ‘harm principle’. However, moving further into the pre-criminal space is problematic from a RoL 
perspective, as it increasingly criminalises ‘normal’ behaviour or acts without establishing a link 
to terrorist intent.17 

Despite the developments mentioned above, administrative measures are by no means new; 
they have been an important tool in fighting terrorism since UN Security Council Resolutions 
(UNSCRs) 1267 (1999)18 and 1373 (2001)19 called for the listing of persons, entities, or organisations 
that are involved in terrorism-related activities.20 Additionally, UNSCRs 2178 (2014)21 and 2396 
(2019)22 have spurred the proliferation of criminal and non-criminal justice responses to the FTF 
phenomenon.23 Administrative measures, however, are temporary in nature.24 The very essence 
of an administrative measure is that it is imposed for a limited time to deal with an immediate threat 
and can, in exceptional circumstances, be extended. However, as discussed below, administrative 
measures are imposed because there is not yet enough evidence to bring a criminal charge and 
it is intended to allow law enforcement and prosecutors to continue to build their cases while 
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the administrative measure is in place. Cases concerning terrorist offences can be complex and 
time-consuming, but administrative measures should not be imposed to circumvent the fair trial 
guarantees provided for in criminal proceedings.

Whilst states have a right and a duty to protect their citizens, the extensive use of administrative 
measures in a counter-terrorism context has an impact on the exercise of HR and though not 
all HR are absolute, derogations from them need to be prescribed by law and in pursuit of a 
legitimate aim. Further, in order for the application of administrative measures to be lawful and 
effective it needs to meet the relevant substantive criteria and procedural safeguards, such as 
the obligation to the targeted individual to be informed of the measures, and given the right to 
be heard, and the right to appeal.

Categories of administrative measures25

Administrative measures in the context of terrorism can include a wide range of measures that 
limit the exercise of the following types of HR. 

Administrative measures restricting freedom of movement 
Examples of state practice that restrict the freedom of movement within a country include 
relocation orders, curfews, assigned residence orders,26 control orders,27 peace bonds,28 area 
bans, and reporting obligation at fixed times to a police station.29 Such measures may affect 
the ability to work, the right to education, or the right to vote. States can also restrict individuals 
from leaving the country, for example by temporarily seizing, retaining, cancelling, or refusing 
to issue or renew the passport of one of their own nationals. Finally, some states impose entry 
bans,30 deportation orders31 or revoke residence permits to prevent foreigners who pose a risk 
to national security from (re)entering the country.32

Deprivation of nationality
A number of countries, including Belgium,33 France,34 the Netherlands,35 Germany36 and United 
Kingdom37 have sought to use deprivation of nationality as a counter-terrorism measure. This 
has the result of a person no longer residing lawfully in the territory and risks being expelled 
or – if abroad – refused readmission. According to article 15 of the Universal Declaration of 
Human Rights,38 everyone has the right to nationality, which is considered a right to all other 
rights including access to justice, the right to an effective remedy, and the right to private and 
family life. Unlike other administrative measures, deprivation of nationality is permanent, making 
this measure more distinct. International law states that arbitrary deprivation of nationality is 
prohibited39 and statelessness should be prevented and eliminated.40 As such, deprivation of 
nationality measures will typically only be applied to dual nationals and will otherwise likely be 
violation of international law.41 The UN High Commissioner for Refugees (UNHCR)42 and the 
Institute of Statelessness provide useful guidance on how deprivation of nationality should be 
“interpreted and applied narrowly” in order to prevent statelessness.43 The fact that deprivation 
of nationality may be permitted under international law in very narrow circumstances, does not in 
itself justify the use of it as an administrative measure. It is regarded as highly symbolic,44 counter-
productive,45 raises several HR concerns, and does not curb the risk to nationality security but 
instead makes it a problem for another country.46 The Parliamentary Assembly of the Council of 
Europe therefore recommended states to refrain from deprivation of nationality.47
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Administrative measures restricting right to liberty 
Some States have imposed administrative measures that restrict the right to liberty. These 
practices can take the form of house arrest (in combination with electronic ankle bracelets), or to 
prevent imminent travel,48 or any other security ground without a criminal charge, confinement to 
a restricted area of an airport or other designated area,49 preventive order to stay at or away from 
a given area, 50  preventive detention51, immigration detention pending removal52 and in some 
cases continued detention after serving a prison sentence.53 Detention can be unlawful without 
being arbitrary, detention can be arbitrary but not unlawful, and detention can be both unlawful 
and arbitrary.54 Unlawful detention means it is not in accordance with the law and process, 
whereas arbitrary detention refers to the inappropriateness or injustice.55

Administrative measures limiting freedoms of expression, peaceful 
assembly, association or thought, conscience and religion 
Freedom of expression is considered to be an important foundation of every free and democratic 
society. Examples of administrative measures states take in practice include restrictions on means 
of communication and the use of various platforms to spread ideas,56 the prohibition to speak at 
a public event, the prohibition of contacting specific individuals,57 or limiting access to and the 
use of mobile phones or the internet. These measures should meet the legal thresholds of article 
19 International Covenant on Civil and Political Rights (ICCPR) and should not jeopardise the very 
essence of the right to freedom of expression.58

Some states also impose administrative measures that have an impact on the freedom of peaceful 
assembly, association, conscience, and religion such as cancelling public meetings or events 
relying on local authorities59 and closing places of worship.60 Other measures include mandatory 
meetings with professionals,61 maintaining a list of hate preachers,62 requiring permission, or 
proscribing civil society organisations including advocacy groups, humanitarian organisations 
and financial institutions.63

Lawfulness of imposing administrative measures
Before considering the use of administrative measures, it is important that the relevant authorities 
first explore whether criminal investigations can be opened. This means that they would need to 
consult with the prosecutor or law enforcement authorities to determine whether the behaviour 
of the individual constitutes or could constitute a criminal offence. In some countries, the need 
to consult a prosecutor or law enforcement authorities has been laid down in law. In the UK, 
for instance, the Secretary of State is obliged to consult with the police to see whether there is 
evidence available that could realistically be used for the purposes of prosecuting the individual 
for an offence relating to terrorism.64 This aims to prevent the misuse of administrative measures in 
situations where criminal prosecutions could be pursued. Determination of whether administrative 
measures or criminal measures are more appropriate will be context specific. Administrative 
measures can in some very specific circumstances be more suitable than pursuing a criminal 
prosecution, for example, when a minor who commits a single offence of sharing violent extremist 
propaganda, has a good social network, and no previous record criminal or terrorist behaviour.65 
In practice, many of the administrative measures have limited procedural safeguards or judicial 
review, and apply a lower standard of ‘proof’. Furthermore, the right to a fair trial, applicable 
in criminal proceedings, provides several safeguards such as the presumption of innocence, 
need for proceedings to take place within an adequate time, the right  to prepare defence, or 
the equality of arms.66 Several of these fair trial principles but not all, are also applicable in civil 
proceedings such as the right to a fair and public hearing by a competent, independent and 
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impartial tribunal established by law.67 The use of administrative measures should not circumvent 
the criminal proceedings and safeguards it provides to the accused. In order to ensure that 
administrative measures are RoL compliant, they must adhere to the following RoL principles:68

Legal basis
In accordance with the principle of legality, the law that provides a legal basis to 
use  administrative measures  and subsequently restrict the exercise of HR, should be clear, 
predictable and accessible.69 Legal certainty is ensured when one can anticipate what is and 
what is not permissible. Furthermore, the procedure of adopting the laws should be transparent 
and democratic. A distinction needs to be drawn between providing a legal basis and the powers 
to promulgate those laws. The more countries rely on emergency powers or on  executive 
powers, the more problematic it becomes from a RoL perspective as it diminishes the role of 
parliament to check and hold the government accountable. A  study conducted on the wide-
range of    measures introduced to deal with  Covid-19 that also restrict the exercise of some 
HR illustrates that a majority of those measures are adopted on the basis of executive powers 
challenging the RoL principles of legality and limiting accountability by parliaments.70

Legitimate aim
Restrictions to HR are only permitted if they pursue a legitimate aim. The ICCPR lists for each HR 
a limited number of grounds that could justify a restriction. These include public health, national 
security, public order or safety or rights of others. It is incumbent on the states to prove that the 
imposed administrative measures genuinely pursue a legitimate aim. A terrorist threat is generally 
considered a threat to national security and could meet the criteria of pursuing a legitimate aim. 
The lack of definitions with respect to terrorism and national security, can, however, easily be 
exploited by repressive regimes to suppress  political opponents, journalists, or HR defenders.71 
It is therefore important that the term national security is interpreted72 by states narrowly, and 
a clear link is established between the act or behaviour of a person and the identified threat to 
national security.73 The standard of proof required to impose administrative measures is often 
lower than for court proceedings.74 The Syracusa Principles indicate that a national security 
limitation “cannot be invoked as a reason for imposing limitations to prevent merely local or 
relatively isolated threats to law and order.” They also insist that “[n]ational security cannot be 
used as a pretext for imposing vague or arbitrary limitations and may only be invoked when there 
exists adequate safeguards and effective remedies against abuse”.75

Non-discrimination principle
The non-discrimination principle is a cornerstone in protecting HR. When applying administrative 
measures, authorities should respect the obligation that prohibits discrimination, as laid down in 
article 2 of the ICCPR. Authorities should thus refrain from applying administrative measures in 
a manner that discriminates against individuals or groups and should ensure equal and effective 
protection against discrimination on any ground, such as race, colour, sex, language, religion, 
political or other opinion, national or social origin, property, birth or other status.76 Closely linked 
to the non-discrimination principle is the equality before the law that does not allow certain 
individuals or groups to have special legal privileges or advantages. Certainly in the application 
of deprivation of nationality, one can debate whether the fact that this measure can only be used 
against citizens with dual nationality does not render this an arbitrary measure. After all, in order 
for deprivation not to be arbitrary, even where a person is not rendered stateless, deprivation 
of nationality should not be implemented such that it discriminates indirectly or in effect against 
minorities, if it is applied only to certain categories of nationals (i.e. dual nationals and naturalised 
citizens). During a visit of the UN Special Rapporteur on Contemporary Forms of Racism, Racial 
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Discrimination, Xenophobia and Related Intolerance it was indicated that deprivation of nationality 
disproportionately affects Dutch minorities with dual nationality.77

Substantive criteria
In addition to pursuing a legitimate aim and having a legal basis, measures that lawfully 
infringe HR must meet substantive criteria requirements as well and have adequate procedural 
safeguards in place.78 The first criteria, that of necessity, is satisfied if it can be determined that 
an intervention as serious as an administrative measure is needed to curb the perceived threat 
to national security.79 The onus rests with the appropriate authority to justify the necessity and it 
is therefore down to this authority to assess the behaviour of the individual and question whether 
these facts contribute to a serious threat to national security. The authority must subsequently 
assess whether the measures taken are needed to curb that threat. Simply, it is necessary to 
determine that national security would be seriously at risk if the envisioned measure was not 
taken. Important to reiterate is the fact that without an internationally accepted definition, states 
themselves define both the scope of national security, and what constitutes a threat to national 
security. This lack of a normative definition can lead to an overly broad scope of the concept 
which in turn is prone to lead to abuse of power.

The next criteria, that of adequacy, relates both to the suitability of the measure to serve the stated 
purpose, and the assessment of whether it is the least intrusive measure available which serves 
that purpose.80 Different administrative measures have varying implications on the enjoyment 
of HR and states should therefore choose the least restrictive measures possible to serve the 
legitimate aim given the circumstances. 

The final criteria, that of proportionality, relates to the level of restriction the measure places on 
the individual in relation to the purpose pursued.81 This involves states considering the deleterious 
effects on the rights at stake and the salutary effects of the measure in furthering their objective. It 
is necessary therefore to consider the impact on the targeted individual’s life to be a proportional 
consequence of pursuing the stated aim whilst avoiding excessive or unreasonable burdens for 
the individual.

These criteria of necessity, adequacy, and proportionality relate directly to the assessment of 
how effective a measure is. The measure in question needs to target the specific identified 
problematic behaviour in a way that lowers the perceived risk to national security posed by 
that behaviour. It also needs to target this behaviour sufficiently without implementing a heavy-
handed approach which could be counterproductive by pushing the individual further down the 
path of radicalisation. 

Procedural safeguards 
Considering that administrative measures restrict the exercise of HR, it is necessary to ensure 
that an individual has an opportunity to challenge the administrative measures and request a 
legal review. Procedural safeguards relate to the process and the authority that imposes an 
administrative measure in a specific case and the ability of the individual to challenge the decision 
or request a review of that decision. This could include issues such as determining whether the 
notice of implementation of the measure was given within a reasonable time, whether prior 
authorisation was obtained, and whether a right to be heard has been observed. Which of 
the procedural safeguards should be applied depends on the type of administrative measure 
imposed. A person needs to be informed of an area ban, whereas prior notification of an order to 
freeze assets will be counter-productive as it avails the person of the opportunity to move their 
assets. 
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In order to challenge the administrative measure, the individual has to be notified of the specific 
measure that has been imposed, including the reasons why the measure has been taken, to 
be able to effectively challenge it.82 This requires that relevant authorities should provide the 
factual grounds that led to the measure.83 Regardless of the type of administrative measure, 
in all circumstances an individual should have the right to challenge the decision before an 
independent and impartial entity and the right to an effective remedy in case his or her rights are 
violated and in order to hold governments accountable for potential abuses of power.84 

States should ensure that individuals have access to the relevant authorities and where appropriate 
reparations should be made.85 State legal aid is a vital component of this access to justice, when 
denied it can affect the ability of an individual to challenge the administrative measure due to the 
nature and complexity of the process.86 The withholding of this source of funding, and resulting 
blocking of representation, can undermine the lawfulness of the administrative measures system 
itself.87

The importance of procedural safeguards becomes very evident in the context of administrative 
detention, which according to the Human Rights Committee presents severe risks of arbitrary 
deprivation of liberty.88 The use of rendition and secret detention are clear examples of not only 
how the right to liberty and security have been violated but have also led to torture.89 Deprivation 
of liberty is considered as a very extreme measure, that should only be applied in narrow 
circumstances, which include the opportunity to be heard and right to challenge the lawfulness 
of detention before a court.90 

Effectiveness of administrative measures
It is necessary to consider personal, familial, and societal circumstances to make an effectiveness 
assessment of all measures used in every individual case. These assessments are often plagued, 
however, by the debate on whether effectiveness of counter-terrorism policies generally can 
be measured at all.91 The main question is how one measures that a risk to national security 
has diminished? How does one demonstrate the causal link between implementation of an 
administrative measure and prevention of a terrorist attack? The issue is simpler in the case of 
a deliberately foiled attack, and inferences can be drawn from quantitative data92 on absolute 
numbers of victims, financial damage, number of arrests and convictions, and number of active 
networks. But it is difficult to directly demonstrate a linear relationship between the decrease in 
any of these figures and the implementation of a particular measure. 

The discussions of effectiveness are to some extent linked to the broader discourse on counter-
terrorism policy. Reactionary implementation of severe measures after a terrorist attack can 
be interpreted as a display of determination in the population not to be held hostage in fear 
and a steadfast resolve to show solidarity with the victims. This often results in the further 
criminalisation of certain acts,93 and increased means to sufficiently deter perpetrators from 
committing future crimes by ensuring severe penalties.94 Justification of the use of particularly 
intrusive counter-terrorism powers like administrative measures, therefore can rest on the use 
of securitised language employed by politicians, which frames the problem as an exceptional 
situation, deserving exceptional powers and responses. 

A good example is the increasing use of deprivation of nationality as a counter-terrorism measure 
in several countries. This measure is highly symbolic and often used to appease the general 
public that a person – often a foreign fighter – is refrained from entering the country, thus keeping 
the country safe.95 This absorption of normally exceptional national security powers and counter-
terrorism measures into the ordinary law of states has been raised as an area of concern96 by 
the United Nations Special Rapporteur on the promotion and protection of human rights and 
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fundamental freedoms while countering terrorism, and one which makes the protection of rights 
increasingly fraught and difficult to provide.

It goes beyond the focus of this policy paper to fully explore the multitude of factors, which 
influence the effectiveness of both overall counter-terrorism policies and targeted administrative 
measures, but what should be understood is that there is a difference between the short-, 
medium-, and long-term effects that they hold. As alluded to above, the direct effect of severe 
policies which oppressively limit all kinds of societal and HR would inevitably have the short-
term effect of decreasing security risks but could in turn introduce new personal grievances 
and cause an increase in radicalisation to violent extremism97 as a result of the HR restrictions. 
This approach can be seen in contrast to prevention policies, which have the long-term aim of 
increasing resilience in society against the undermining effects of radicalisation. It also comes 
up against the medium-term challenge of increased frustrations among, for example, the young 
adult population due to increased lack of economic opportunities.

The issue of effectiveness further extends beyond merely the question of whether the measures 
themselves are effective, their availability has a broader impact on the focus of counter-terrorism 
responses more generally. The possibility to use administrative measures has been introduced 
with the intended aim to address the gap between ‘mere concern’ related to the development of 
a specific instance of radicalisation and ‘apparent criminal behaviour’, and to allow authorities to 
act when a national security threat exists. Nevertheless, the result is that with this ability comes 
the risk that authorities will utilise the measures broadly, with less guaranteed safeguards, and 
through vague use of terminology as justification. The existence of administrative measures 
as an optional counter-terrorism tool therefore, can mean that instead of putting in the extra 
effort to ensure that the threshold has been crossed to start a criminal investigation or putting 
together the requisite evidential material to ensure a criminal charge can be brought/upheld, 
authorities might opt for the easier choice of using administrative measures to immediately 
control the situation. Similarly, broadly defining what constitutes a threat to national security, or 
leaving this determination to the discretion of a member of the executive, allows authorities to 
use administrative measures at their will rather than when they are absolutely necessary. Both 
of these situations should be avoided, as they undermine RoL as well as the legitimacy, and 
ultimately the effectiveness of administrative measures.

Recommendations
When administrative measures are applied in accordance with the RoL safeguards, they can – in 
a limited number of exceptional cases, in which prosecution is not possible – be a useful tool 
to curb a risk to national security. In this policy paper, we argue that it is nonetheless imperative 
that consultations take place with law enforcement authorities to investigate the possibility of 
a criminal prosecution, as such procedures offer the best assurance that fair trial principles are 
guaranteed. Furthermore, we argue that the possibility to apply administrative measures should 
be neither used to circumvent the criminal justice approach, nor should they have a punitive 
effect. Administrative measures should be used with the utmost restraint and in full compliance 
with the RoL and HR. Moreover, we argue that authorities act prudently and in full accordance 
with the procedural safeguards and substantive criteria when utilising administrative measures. 
The latter is related to the key issue of this paper, namely the question whether the measures 
applied and the methods in which they are implemented are lawful and effective in addressing 
the assessed threat to national security. 

Accompanying the following recommendations, and as a guide on how to properly implement 
them in practice, the International Centre for Counter-Terrorism (ICCT) has developed a Training 
Manual for the GCTF Glion Recommendations on a Rule of Law-Based Use of Administrative 
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Measures in a Counter-Terrorism Context. Its purpose is to assist practitioners in understanding 
the provisions contained in the GCTF Glion Recommendations. It can also serve as an educational 
tool to be used in the training of legal practitioners in the fight against terrorism.

Before considering the use of administrative measures, the relevant authorities are recommended 
to first consult with the law enforcement authorities and/or prosecutor to see whether criminal 
investigations have been or will be initiated. The use of administrative measures should not 
circumvent the protections that are available for individuals in criminal proceedings which should 
be the preferred action where appropriate. The following questions should be addressed:

• Can, or should, a criminal investigation be started?

• Are administrative measures necessary to impose if criminal prosecution has already started? 

• Are additional measures such as social, preventive, or rehabilitative measures available and 
more suitable? Can they be combined with administrative measures? 

Considering the impact administrative measures have on HR, the scope of administrative 
measures should be limited and clearly defined in law through a democratic process. Fully 
respecting the checks and balances of a democratic society, would meet the requirements of 
legality and legal certainty. The law should be carefully drafted and not adopted under emergency 
powers, but through parliament. States should also ensure that HR institutions and research 
institutions, including representatives of minority groups, are consulted in the drafting of the law. 
Furthermore, including sunset clauses in the legislation that allows for the use of administrative 
measures could be useful.98 The following issues should be addressed:

• Has the scope of the law that allows the use of administrative measures clearly been defined, 
and has it been clearly defined when the use of administrative measures is merited and for 
what purposes?

• Has the law been adopted by parliament, including consultations with, for instance, civil 
society and experts?

Administrative measures that restrict human rights are only lawful if they pursue a legitimate 
aim. To ensure that administrative measures are not prone to arbitrary application it is important 
to clearly establish what constitutes a threat to national security. States are recommended to 
ensure that those who apply administrative measures are properly trained in how to define a risk 
to national security, apply a sufficient standard of proof, and to a use a consistent set of indicators 
and/or risk assessment tool. The following questions should be addressed:

• Has the risk to national security been clearly defined?

• Are there clear instructions that prevent use against legitimate and peaceful demonstrations? 
Are there clear guarantees that protect journalists and media to make use of the freedom of 
press? And are there clear guarantees that protect political opponents to voice their opinion 
in a peaceful manner? 

• Is there a clear link between the behaviour of the individual and risk to national security?

• What standard of proof and indicators are used to establish whether someone poses a risk 
to national security? 

When applying administrative measures, the relevant authorities should ensure that the 
measures respect the non-discriminatory principle and do not stigmatise certain individuals 
or groups in society. Administrative measures that discriminate are not only unlawful, but may 
also lead to polarisation and stigmatisation. Discriminatory misuse of administrative measures 
could be counter-productive and conducive to the spread of violent extremism. States are 
recommended to consult civil society groups representing minorities or religious organisations   
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to assess whether the measures are discriminatory. Carefully monitoring and evaluating the 
impact of measures, as discussed in Part 2, will also be important to ensure that administrative 
measures are non-discriminatory. 

In each individual case, the relevant authorities should ensure that the administrative measures 
adhere to the substantive criteria necessity, proportionality and adequacy. The outcome of 
applying these criteria could be different owing to the individual circumstances. It is therefore 
necessary that authorities carefully consider the alternatives available to deal with a certain 
situation. Authorities are recommended to set up multidisciplinary consultation mechanisms 
to discuss the various policy option. Furthermore, authorities should conduct proper impact 
assessments (elaborated on further in Part 2 of this policy brief). This also means recognising 
that an administrative measure such as a relocation order may have an impact on more than one 
HR and potentially not only restrict the freedom of movement, but also the right to privacy and 
family life.

The purpose of judicial oversight and review are important tools to hold relevant government 
authorities accountable. States should ensure that the individual has the possibility to challenge 
the administrative measure in a meaningful manner. States are recommended to inform the 
individual in a language he or she understands regarding where and how the administrative 
measure can be challenged. The following questions should thus be addressed:

• Has the individual been informed where and how to challenge the administrative measure?

• Has the individual been provided with sufficient information on the grounds for imposing the 
administrative measure?

• Is legal aid available for the individual to challenge the administrative measure? 

• Is the review conducted by a competent, independent, and impartial body?

• Is the review meaningful, and can both facts and merits that have led to the decision to 
impose administrative measure be challenged?

Furthermore, states should ensure access to effective remedies and, where appropriate, 
adequate reparation for those individuals whose rights have been violated. States should 
therefore make it easy for individuals whose rights have been violated to pursue an effective 
remedy. The following questions should be addressed:

• Does the individual have access to competent authorities to vindicate his or her rights?

• What kind of reparations are available?

• How are the remedies enforced?

Even when deprivation of nationality is being considered in the most exceptional cases and 
with the most stringent safeguards, states should refrain from using this measure. Deprivation 
of nationality is distinct from other measures, as it is permanent, the impact on the individual 
concerned is particularly severe, especially when it leads to statelessness, which makes it 
particularly difficult to justify as a proportionate measure, and is counter-productive as it does 
not effectively address the threat to national security.

With a trend towards democratic decline and increasing autocratisation, the use of administrative 
measures in a counter-terrorism context, could easily be misused and erode the RoL principles. 
Strict adherence to the RoL as a benchmark for the use of administrative measures to address a 
risk to national security can help to improve the legitimacy and effectiveness of such measures 
in a well-functioning society.



Endnotes

12

Endnotes
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zur Bekämpfung von Terrorismus), available at https://swissvotes.ch/attachments/7fefef2eeb9252da86b8bdbb203a6ac-
0554ba2404be41d96a011cd3068ee106c. 
58 Any restriction on peaceful assembly or association must be consistent with Articles 21 and 22 of the ICCPR, which artic-
ulate the narrow circumstances in which these rights may be limited. Further, any restriction on freedom of religion or belief 
may be subject only to such limitations as are prescribed by law and are necessary to protect public safety, order, health, 
or morals or the fundamental rights and freedoms of others. Extreme care must be taken by states when limiting the human 
rights or fundamental freedoms, including when these restrictions apply to journalists, researchers, political activists, or 
human rights defenders.
59 For example in Belgium, Articles 134 and 135 New Municipalities law (Gecoördineerde wetten Nieuwe Gemeentewet), 
available at https://codex.vlaanderen.be/Portals/Codex/documenten/1009730.html. 
60 For example in France, five  places of worship have been closed since the adoption of the Strengthening Internal Se-
curity and the Fight Against Terrorism law on 1 November 2017 to October 2018. Amnesty International, ‘Punished without 
trial - the use of administrative control measures in the context of counter- terrorism in France’ Amnesty International, 2018, 
available at https://www.amnesty.nl/content/uploads/2018/12/Punished-without-trial-The-use-of-administrative-control-mea-
sures-in-the-context-of-counter-terrorism-in-France.pdf?x53918. 
61 For example in Switzerland, Article 23k Anti-Terrorism Police Measures Law (Bundesgesetz über polizeili-
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